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Overview

The Video Privacy Protection Act (VPPA) requires that Passport members who use PBS Video apps explicitly grant PBS permission to share their viewing 
information (viewing history and times, devices, etc.) with the member's station. Since the agreement is between the user and PBS, not the user and the 
station, the VPPA authentication flow is contained and managed by PBS. 

, the OAuth2 authentication service from PBS Digital, supports the ability for stations to request, on PBS’s behalf, that Passport users accept PBS Account
VPPA. This authentication process manifests as a popup box that appears when users sign up for Passport. The popup box asks the user to confirm that 
they are allowing PBS access to their viewing information. If a user clicks no, they will not be able to access Passport. If they accept, they can go forward 
with their Passport membership and view Passport content. 

The three supported use cases are as follows:

Users who have activated Passport but have never accepted VPPA
Users who accepted VPPA has expired
Users in the process of activating Passport

Sample report

The following is a sample report illustrating the user data that is returned.

Click the image to enlarge

How to download your VPPA report

VPPA reports are generated on the first day of each month and are available to all stations through PBS's file sharing service, Nextcloud. On the first day 
of each month, PBS automatically generates the report and places it in your station's unique Amazon S3 folder on the Nextcloud portal. Each station has a 
folder that is unique to them and you can access your customized report in the folder that bears your station's call letters. For instance, WETA can find 
their report in the folder labeled WETA. Learn how to download reports in Nextcloud

Reports containing a large amount of content are downloaded as a ZIP file and broken up into separate CSV files. 

To access your folder, please . log in to the Nextcloud console

Learn more about Nextcloud

Device definitions

Are you a developer who wants to implement VPPA on your website? Check out the VPPA Developer Guide

As of November 2020, reports include the Media Manager CID field for those stations using CID instead of TP Media ID.

Please note that sometimes there will be multiple reports for the same month in your station's folder. This can happen when the 
script that generates the report times out or if the report has been updated. Please be sure to open the most recently updated report. 

https://docs.pbs.org/x/dlYF
https://docs.pbs.org/display/REP/Nextcloud#Nextcloud-Howtodownloadreports
https://nextcloud.pbs.org/
https://docs.pbs.org/x/fYCQAw
https://docs.pbs.org/display/uua/VPPA+Developer+Guide


• GA Roku = Roku OTT
• IOS = iOS Mobile
• GA Fire TV = Amazon Fire TV
• TVOS App = Apple TV for 4th-gen and higher devices
• AppleTV App = Legacy Apple TV 2nd and 3rd-gen devices
• Video Portal = Formerly "Player" - can be station video portal or PBS.org
• GA Android TV = Android TV
• PartnerPlayer = Formerly "Player" - can be station video portal or PBS.org
• Android = Android & Amazon mobile
• Windows = n/a
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